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1. Introduction 

International Personal Finance plc (“IPF” or “the Group”) recognises that secure and resilient information and technology 
systems are fundamental to delivering sustainable value to our customers, stakeholders, and colleagues. This policy sets 
out IPF’s approach to managing information and cybersecurity risks, supporting operational resilience, and protecting the 
confidentiality, integrity, and availability of data across all our business operations. Information security is also a key part 
of the Group’s commitment to responsible data use and customer trust. The Group’s approach seeks to align with 
recognised international frameworks, including the NIST Cybersecurity Framework and ISO 27001 Information Security 
Management Standard. This alignment not only strengthens the robustness and consistency of our cyber and information 
security practices, but also enhances stakeholder confidence, supports regulatory compliance, and ensures we are 
benchmarked against globally accepted best practice. It forms a key component of our broader Responsible Business 
strategy and governance commitments. 

2. Policy Purpose 

This policy establishes the governance principles, oversight arrangements, and key commitments through which IPF 
manages and mitigates cybersecurity and information security risks. It provides transparency to our stakeholders regarding 
how we protect personal and confidential data, maintain operational resilience, and continuously improve our technology 
and control environment. 

3. Policy Scope 

This policy applies to all employees, officers, contractors, and third parties who access, process, or manage IPF information 
or technology assets across all markets and business lines. It encompasses all systems, applications, and networks used 
to deliver IPF services and covers both on-premise and cloud-based environments. 

4. Definitions 

The following definitions are used in this policy: 

Definition Meaning 

Group Audit & Risk 

Committee 

A committee of the Board responsible for overseeing financial reporting, internal controls, 

and the effectiveness of risk management, including information and cybersecurity 

governance. 

Risk Advisory Group An executive committee tasked with overseeing and challenging the Group’s risk profile. 

Chief Information 

Security Officer 

The senior individual responsible for developing and implementing the Group’s 

cybersecurity strategy and ensuring effective protection of systems and data. 

Group Head of IT 

Business and 

Continuity Risk 

The senior individual responsible to develop and maintain the ICT Risk Management 

Framework.  

Company International Personal Finance plc.  

Cybersecurity The protection of systems, networks, and data from digital attacks, unauthorised access, 

or damage to maintain confidentiality, integrity, and availability. 

Enterprise Risk 

Management (ERM) 

The Group-wide framework for identifying, assessing, managing, and reporting on risks, 

including ICT and cybersecurity risks. 

ICT (Information and 

Communication 

Technology) 

All hardware, software, networks, and digital systems used to store, process, or transmit 

information across the Group. 



      
 

 
 

Group All companies in which the IPF directly or indirectly owns or controls the voting rights 

attaching to not less than 50% of the issued share capital or controls the appointment of 

the majority of the board of management. 

Group Operational 

Resilience 

Committee 

A senior management committee responsible for monitoring preparedness for ICT 

disruption and ensuring business continuity plans are effective. 

ICT Risk 

Management 

Framework 

The Group framework that sets out the principles, standards, and control requirements 

for identifying and mitigating ICT and cybersecurity risks. 

Market Boards The governing bodies of IPF’s regulated operating entities, responsible for local oversight 

of ICT and cybersecurity risks and ensuring compliance with local laws and regulations. 

5. Governance and Oversight 

Effective governance is vital to ensuring that information and cybersecurity risks are managed consistently, transparently, 
and in a risk-based manner across the Group. Within the ERM framework, these risks are captured under two distinct 
categories: Loss or Misuse of Data, and Disruption of Systems. 

IPF maintains a three lines of defence model, under which First Line, Second Line, and Internal Audit have distinct but 
complementary responsibilities for oversight and assurance. The governance framework ensures that these risks receive 
appropriate focus, with appropriate escalation and accountability mechanisms in place. Specific responsibilities are as 
follows: 

Board Oversight: The IPF Board holds ultimate responsibility for the Group’s risk management, including information and 
cybersecurity governance. Oversight is delegated to the Group Audit and Risk Committee, which receives regular reports 
on ICT risks, incidents, and the effectiveness of controls. The Committee monitors adherence to the Group’s risk appetite, 
approves key cybersecurity policies, and reviews the findings of both internal and external assurance activities. 

Market Boards: Each Market Board holds primary responsibility for ensuring that information and cybersecurity risks are 
effectively managed within their jurisdiction and in compliance with local regulatory expectations. Market Boards are 
accountable for implementing the Group ICT Risk Management Framework and ensuring that material ICT or cybersecurity 
incidents are promptly escalated to Group-level governance bodies. This joint accountability reflects the Group’s regulatory 
footprint and reinforces shared ownership of cyber resilience across all business units. 

Management Committees: The Group Operational Resilience Committee approves this policy and oversees the 
implementation of the ICT Risk Management Framework and ensures compliance with internal standards and external 
regulatory obligations. This forum also coordinates management responses to cyber threats, technology risks, and 
resilience testing outcomes. 

Group Head of IT Business and Continuity Risk: The Group Head of IT Business and Continuity Risk provides 
independent second-line oversight of ICT and cybersecurity risk management. It reviews risk assessments, challenges 
control effectiveness, and ensures that residual risks remain within the Group’s stated appetite. The function also ensures 
that emerging cyber and technology risks are appropriately reflected in the Group risk reporting and reported to the Risk 
Advisory Group as required. 

Chief Information Security Officer (CISO): The CISO is accountable for maintaining the Group’s cybersecurity strategy, 
monitoring risks, and ensuring that policies and controls are effectively implemented across all markets. The CISO 
collaborates with the Group Head of IT Business and Continuity Risk and Internal Audit functions to ensure comprehensive 
coverage of cybersecurity assurance activities. 

Integration with Enterprise Risk Management (ERM):  Information and cybersecurity risks form part of IPF’s overall 
ERM framework and are captured under two distinct categories: Loss or Misuse of Data, and Disruption of Systems. This 
structure ensures alignment with the Group’s risk appetite, reporting, and controls, while supporting consistent 
identification, evaluation, and mitigation of risks across all business units and markets. 



      
 

 
 

6. Policy requirements 

Cybersecurity Management Framework: IPF seeks to maintain an integrated framework that defines the principles, 
standards, and control objectives for effective cybersecurity management. The framework aligns with NIST and ISO 27001 
requirements and includes detailed policies for access control, data protection, incident management, and third-party risk.  

1. Employee Training and Awareness:  All employees — including part-time staff and contractors — must 
complete mandatory annual cybersecurity training and participate in additional awareness campaigns. 

2. Regular Risk Assessments and Audits: Internal cybersecurity audits and external reviews must be carried out 
periodically to provide objective assurance and benchmark maturity. Core systems must undergo annual audit. 

3. Incident Management: Any data breach or cybersecurity incident must be identified, contained, investigated, and 
reported promptly. 

4. Business Continuity and Disaster Recovery: Business Continuity and Disaster Recovery Plans must be 
functionally aligned and tested periodically. 

5. Metrics: Cybersecurity performance metrics must be disclosed regularly to the Risk Advisory Group and Market 
Boards, the Group Audit and Risk Committee, and included in the annual Responsible Business Report. 

6. Data Protection and Access Control: Access controls — including multi-factor authentication and role-based 
access where applicable — must be in place to protect critical systems and data. Confidential and personal data 
must be safeguarded through encryption and secure handling. 

7. Vulnerability Management: Regular vulnerability scanning and remediation must be conducted. 

8. Third-Party and Supply Chain Management: Third parties providing ICT or data-related services must meet 
IPF’s information security and privacy standards. All new suppliers must undergo security due diligence before 
onboarding, and contracts must include mandatory data protection and cybersecurity clauses. Ongoing monitoring 
is required. 

9. Continuous Improvement: Cybersecurity performance must be tracked using defined metrics and reviewed 
quarterly by the Group Operational Resilience Committee. The Group must also conduct regular reviews, risk 
analysis, and benchmarking. 

7. Roles and Responsibilities 

Group Head of IT 
Business and 
Continuity Risk 

Responsibilities include: 

• Designing this policy in line with the ICT Risk Management Framework and the 
Group’s cybersecurity strategy developed by the Chief Information Security Officer. 

• Maintaining the policy and providing assurance that it is applied consistently across 
the Group. 

• Reporting any non-compliance to the Risk Advisory Group. 

• Designing the mandatory annual cybersecurity training programme and leading 
additional awareness campaigns. 

• Ensuring Business Continuity and Disaster Recovery Plans are functionally aligned 
and tested on a regular basis. 

• Collecting cybersecurity performance metrics and reporting them to the Risk 
Advisory Group. 

• Monitoring cybersecurity performance and providing quarterly reports to the Group 
Operational Resilience Committee. 



      
 

 
 

Chief Information 
Security Officer 

Responsibilities include: 

• Carrying out internal cybersecurity audits, together with his team, and performing the 
annual audit of core systems across the Group. 

• Investigating, containing, and promptly reporting any incidents identified. 

• Ensuring that access controls — including multi-factor authentication and role-based 
access where applicable — are implemented to protect critical systems and data. 

• Safeguarding confidential and personal data through encryption and secure 
handling. 

• Conducting regular vulnerability scanning and remediation. 

• Ensuring that third parties providing ICT or data-related services comply with IPF’s 
information security and privacy standards. 

• Performing security due diligence prior to onboarding new suppliers. 

• Undertaking ongoing monitoring of third parties providing ICT or data-related 
services. 

Group Procurement Responsible for ensuring that supplier contracts incorporate mandatory data protection and 
cybersecurity clauses. 

8. Policy governance 

8.1. Breaches  

Breaches of this Policy All breaches of this policy must be notified to the CISO 

Whistleblowing If, for whatever reason, an individual feels uncomfortable raising a matter concerning 
this policy directly, and instead wishes to raise a matter anonymously, they can do so 
through our independent whistleblowing channels at 
https://report.whistleb.com/en/ipf for European, IPF Digital or Group related matters, 
or https://hacerlocorrecto.ethicsglobal.com/ for Mexico.  

 

8.2. Assurance 

Owner  This Policy is owned by the CISO. 

Assurance mechanism Reporting annually to the Group Operational Resilience Committee on the compliance 

of this policy. Reporting annually to the Risk Advisory Group summarising compliance 

and improvement actions. Providing further independent assurance through internal 

audit and external reviews. 

 

9. Related Policies 

ICT Risk Management Strategy 

ICT Incident Management Policy 

Data Protection and Privacy Policy 

 

https://report.whistleb.com/en/ipf
https://hacerlocorrecto.ethicsglobal.com/

